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Cybercrim
e...

W
hat are they on about?



Cyber D
ependent Crim

e
W

here a digital system
 is the target 

as w
ell as the m

eans of attack. 
Exam

ples include:

M
alw

are
–

D
isrupts and dam

ages specific system
s w

ith various outcom
es.

D
D

oS
–

Paralyses an online server by flooding it w
ith traffic from

 a num
ber of other system

s.

H
acking

–
The act of gaining unauthorised access to data in a system

 or com
puter.



Cyber Enabled Crim
e

W
here an ‘existing’ crim

e has been 
transform

ed in scale or form
 by use of 

the internet

•
Fraud (Phishing)

•
Extortion / Blackm

ail
•

H
arassm

ent / Stalking 
•

Theft

•
Sexual abuse / exploitation

•
Threats to kill

•
H

ate crim
e

•
M

alicious Com
m

unications

Vast array of crim
es, m

ost com
m

only:





W
H

A
T IS A

 CYBER A
TTA

CK?

�
M

alicious attem
pts to: 

o
D

am
age

o
D

isrupt

o
O

r gain unauthorised access

�
...to com

puter system
s, IT netw

orks or 
devices (such as laptops, phones, tablets)



W
H

A
T IS CYBER SECU

RITY?

�
Reducing risk of becom

ing a victim
 

of a cyber attack

�
Protection of devices, services, 
netw

orks and the inform
ation w

e 
store on them

�
The internet is a fundam

ental part of 
m

odern life, and so cyber security 
m

ust be too



8

#1 C
reate a

separate
passw

ord for yourem
ail



Create a separate
passw

ord for yourem
ail

9

Your personal em
ail is the gatew

ay to
your 

other online
accounts.

If your em
ail account is hacked,notonly w

ill 
cyber crim

inals
have access to im

portant
inform

ation about you, but allyourother 
passw

ords can be
reset.

U
se a strong passw

ord
–

different to all your
others.
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#2 C
reate a

strong passw
ord

using
ThreeR

andom
W

ords



Create a strong passw
ord

using three random
w

ords

11

W
eak passw

ords can be hacked
in

seconds.

M
ake your passw

ord long, strong
and

difficult to hack by using a sequence of
three random

 w
ords you’llrem

em
ber.

EXAM
PLE:W

aterPhilosophyZebra

You can m
ake it even stronger w

ith 
specialcharacters.

EXAM
PLE:W

ater!PhilosophyZebra$



8

#3 Save yourpassw
ords

in yourbrow
ser



Save yourpassw
ords

in yourbrow
ser

9

U
sing the sam

e passw
ord for all your 

accounts m
akes you vulnerable -if 

that one passw
ord is stolen all your 

accounts can be accessed.

It’s good practice to use different 
passw

ords for the accounts you care 
m

ost about, but rem
em

bering lots of 
passw

ords can be difficult.  

Saving to your brow
ser is quick, 

convenient and safer than
re-using 

the sam
e

passw
ord.



10

#4 Turn on tw
o-factor 

authentication
(2FA)



Turn on tw
o-factor

authentication
(2FA)

15

2FA is a
free security feature that 

asks you
to

provide a second piece 
of inform

ation
to check you are w

ho 
you say you

are.

EXAM
PLE: getting a text or code

w
hen you log

in.

This extra layer ofprotection
stops cyber crim

inals getting into
your accounts –

even if they have
yourpassw

ord.

If the online services and apps 
you use offer it, turn iton.
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#5 U
pdate your devices



Update yourdevices

17

C
yber

crim
inals

exploitw
eaknesses

in
softw

are
and

apps
to

access
your

personaldata.Providers
continually

w
ork

to
fix

these
w

eaknesses,by
releasing

regularupdates.

U
sing

the
latestversions

of
softw

are,apps
and

operating
system

im
m

ediately
im

proves
yoursecurity.

U
pdate regularly, or set your phone 

or tablet to autom
atically

update.

That w
ay you don’t have to think 

aboutit.
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#6 Turn on Backup



Turn on
Backup

19

If your phone, tablet or laptop
is

hacked, your sensitive personal data
could be lost, dam

aged orstolen.

Keep a copy of all your im
portant

inform
ation by backing itup.

You can back up all your data or only
inform

ation that is im
portant to

you.



PH
ISH

IN
G

SC
AM

S

D
ealing w

ith suspicious 
em

ails and text m
essages

20



Phishing
Scam

s
Spotting suspicious m

essages

21

Spotting
phishing

em
ails

and
m

essages
is

becom
ing

increasingly
difficult.

M
any

scam
s

can
even

fool
the

experts.
H

ow
ever,there

are
things

to
look

outfor:

Authority
U

rgency
Em

otion
Scarcity
C

urrent events

If you’re suspicious, there are steps 
you can

take.

D
on’tuse

links
orcontactdetails

in
the

m
essage

you
have

been
sentor

given
overthe

phone.

U
se contact details you can

trust:
visit the official w

ebsite, call their 
advertised num

ber, or log in
to

youraccount.

M
ost organisations w

ill outline the 
things they w

ill never ask ofyou
–

check if you are being asked for 
som

ething on this
list.

Further guidance on phishing attacks can be found
here:w

w
w

.ncsc.gov.uk/guidance/suspicious-em
ail-actions



If you are suspicious of an em
ail, report it by forw

arding it
to:

report@
phishing.gov.uk

If you are suspicious of a text, report it by forw
arding it

to: 
7726

You’ll be helping protect others from
 being

scam
m

ed.

Phishing
Scam

s
R

eporting suspicious m
essages

22



W
H

ERE TO
 G

ET H
ELP &

 REPO
RTIN

G

�
Cyber A

w
are

o
https://w

w
w

.ncsc.gov.uk/cyberaw
are/hom

e

o
Advice from

 the N
ational Cyber Security Centre

�
A

ction Fraud
o

w
w

w
.actionfraud.co.uk

�
Reporting Phishing
o

Suspicious Em
ail Reporting Service (SERS)

o
report@

phishing.gov.uk



TH
A

N
K YO

U
!

�
A

ny questions? 

G
et in touch

Cyber Protect O
fficers -

Lee Stripe &
 

Kieran H
all

D
IIU

@
W

iltshire.police.uk

�
Feedback

o
https://w

w
w

.sm
artsurvey.co.uk/s/Individual-

W
iltshire2021/


